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10 February 1983

MEMORANDUM FOR THE RECORD

FROM :  Deputy Chief
Technology Transfer Assessment Center

SUBJECT: SIG-IEP on East-West Trade:
Working Group Meeting on 0il and Gas
Equipment and Other High Technology

1. A meeting of the SIG-IEP on East-West Trade Working
Group on Oil and Gas Equipment and Other High Telchnology was
held at State on 3 February 1983. See the attached agenda,.

2. The Group coordinated the attached cable to Paris
outlining the US proposal for the creation of an ad hoc study
group to review "other high technology, including oil and gas".
Please note paragraphs G & H for proposed meeting of the ad hoc
group in London on 3-4 March and the HLM in Paris on April 18-19
with fall back to April 11-12, [::::]

3. With regard to preparations for the Ad Hoc Study Group:
-- DoD will continue to take the lead in (l.a. & b.)

"Emerging Technologies" with CIA to support. I
floated Jan Herring's "Other Technologies Concept®
paper (attached) to the Group and it was well
received. Hopefully DoD will incorporate its logic
into their next draft. DoD plans to have a list of
sensitive technologies ready by 15 February, but is
not getting full cooperation from other DoD elements
who are less than eager to have their "emerging
technology" considered for control!

-- Commerce will continue to develop its rationale for
i1 d gas controls, | | SOVA, and
Ef::ff::}TTAC, attended a meeting at Commerce on 9
February to review Commerce's o0il and gas equipment

list, particularly concerning Soviet availability of
this equipment.

4. Regarding preparation of the HLM Objectives Paper for US
consideration, the following agencies were tasked:

-- Commerce will prepare a draft on enforcement and
harmonization (1.a.)
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SUBJECT: SIG-IEP on East-West Trade

These drafts

Attachment:
As stated

State and DoD on modernization of COCOM operations
including budgets and administration (l.c.)

State and DoD will review the COCOM strategic
criteria (1.d.)

DoD will raise prospects for a Military Subcommittee

State will consider inviting Australia and New
Zealand into COCOM

Commerce to lead on o0il and gas equipment

A new jntroduction will cover COCOM's overall
effectiveness and responsiveness

were due to the Working Group on 9 February.

CONFIDENTIAL
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CONFIJENTIAL ' ?
STATE
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SOV/SEs SOV/SE/Re SOV/SFZ s 2SAG/NZ3s 2SAG/PPD ¢ ZSAG/SEBy FILE) I 2 L)
ZUlFRRy EUR/STEs SE/IRe SE/REUy CEC/ITIC=Sy SREEy ICS/Z7ONC/EU, - NICASIME,

VIJ/USSRy SAG/MEBs SAG/PPBy SAG/SI3~34 STD/SSTHe <(20/W)
Nik, S1Dy S269 S2Iy E1As E2Cy I2Dy EOFy ESAy FlA, FiBy
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00 RUEAILIPR

INY CCCCC 20C STATE Z2ZH

00 RUEHC

DE JUEHC #3135 0352240

ZNY CCCCC ZzZH

0 2420502 FEB B3

M SECSTATE WASHDC

TO IUFHFR/ZANEMBASSY PARIS INMEDIAT: )0de

IN0 RUFHNAZUSMISSION USNATO INSEDXIATE 0000
LUZHLD/AMEMBASSY LONDON LWMEDIATE 22D

RUS4OL/AMEMBA SSY BONY IMMEDIATE 00)0

RUZHKO/AMEMBA SSY TOKYO INMEDIAT: 0)2)

RUZHOT/AMEMBASSY OTTANA INREDIATE 3019

RUDCPNG/AMEMBASSY COPENHAGEN IMAEDILATE D000
RUICSNQ/AMEMBASSY OSLO IMMEDIATE )8

TUZH4AKZ/AMEMBA SSY ANKARA [ MMEDIATZ 3039

RUZHTH/AMEMBASSY ATHENS IMMED IATE D020

RUDKGPQ/AMENBASSY THE HAGUE IMMEDIATS DOOS
RUIHBS/AMEMBASSY BRUSSELS [IMMEDIAT: ) 880

RUIKFDQ/AMEMBASSY LISBON IEMEDIATZ )00

RUSHRO/ANEMBASSY ROME IMMEDIATE 00)0

RUFHBG/AMEMBASSY LUXZMBOURG IMMEIIAT: 8000

BY

2 4

SO NFIDENTTIALSTATE 833135

£z2:

USDECDy EXCON

Teda 123562 DECLSOADR

TAGS: CDCOM, ESTC

SUSJECT: ALLIED AGREEMENT ON EAST-J4Z3T TRADE} COCOM AND
JTHIR HIGH TECHNOLOGY s INCLUDING OIL AND GAS

RE=2 A) LONDON 24773 B) PARIS %069

e (€C) ENTIRE TEXTe

2e USDEL SHOULD USE THE FOLLOWING PIINTS TO SECOND PROPOSAL
FOR CREAT-ION OF AN AD H0C STudDY 5IU> TO REVIEM "OTHER HIGH
FSSANOLOGYy INCLUDING DIL AND 6AS™ JIQUCH ME HOPE THE UK WILL
WAKZ EITHER IN A DOCJMENT PRIOR TO THE FEBRUARY B COCOM
MEETING OR AT THAT MEETINGe IF THZ K FINALLY DECIDES
AGAINST TAKING THE LEAD ON THIS ISSUZe USDEL SHOULDs AFTER
INFIRMING THE UK DELIGATE BILATERA.LYfs USE THIS INFORNATION

e & X

IN FORMALLY PROPOSING THE CREATION 35 AN AD HOC STUDY GROUP.
5« ELEMENTS OF STATZMENT:
====As THE UNITED ST ATES FULLY AGRZIS WITH THE UK THAT AT

THIS STAGE YHE MOST FEASIHE MEANS FIR THF CIMNITYFF Tn
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a CONFIDENTIAL
MSGNO 32 (STxX) F1lA *D4/027/83: +2]1309«
.~ UNDIRTAXE A REVIEW OF ®"OTHIR HIGW TEZHNOLOGYy INCLUDING OIL
a AND GAS®" WOULD BE THZI CRZIATION DF A 3PECIAL AD HOC GROWP
COMPOSED CF REPRESENTATIVES FROM THZ NERBER 3OVERNNENT Se
T FHIS WOULD ALLOM SUCH A STJOY T) 6I7 UNDERMAY MITHOUT
: INTERFERING MITH THE ONGIING LIST LEJIEN =AM Fuarnzn
BURDENING THE SECRETARIAT.
Q wesw==fBy IN THE US VIEW, THE BASIZ )BJECTIVE OF TuE AD HOC
3RIUP WOULD BE TO EXANMINE WHETHER IH: SECURITY INTERESTS OF
THZ MEMBER 60 VERNMENTS REQUIRE CONIFRILS ON THE EXPORT TO
THZ SOVIET UNION AND EASTERN EUROPZ )F CERTAIN ADDITIONAL
TYPZS OF ADVANCED TECHNOLOGY AND EQUIPMENT. THE US -
BE.IEVES THAT THE AD HOC GROUP SMOJL) FOCUS IN TECHNOL OSY
AIZAS NOT NOW COVERE) 3Y THE COCOM LISTS OR BEING -
CONSIDERED FOR CONTROL IN THE CURRIMI LIST RIVIEM.
mma==C, WITH REGARD TO THE OIL AN) 3AS SECTOR,
JVITED STATES BELIEVZS THE AD HOC 37JOY GROU® SHOULD -
IXAMINE IN BROAD TERMS WHETHER ZONFRILS ON THAE EXPORY BY
COCOM COUNTRIES OF HIGH T ECHNOLIGY DIL AND 6AS EQUIPMENT
AN) TECHNICAL DATA MIGHT BE ADVANTAGZOUS TO WESTERN -
SECURITYy, WHAT EQUIPMENTY AND DATA AR INVOLVEDy AND HOW
ITS EXPORY MIGHT BE CONTROLLED. ¥: JELIEWE THAY THE AD
HOZ GROUP SHOULD EXAMINE SUCH MATTERS AS THE ROLE OF ENERGY
DEVEILOPMENT IN THE SOVIET ECONOMY AN) THE EXTENT TO MHICH
WESTERN ASSISTANCE T) IT CONTRIBUTZS T3 SOVISY DECISIONS
3V RESOURCE ALLOCATION AMONG MILITARS AND CIVIL SECTORS,
THE ADVANTAGES TO THS SOVIETS IN PJRIUING THEIR STRATEGIC
AIM3 OF INCREASED ENERGY EXPORTS T) 4ARD CURRENCY MARKEYS,
EASTERN EURDPEy AND OTHIR CLIENT SPAFESe AND THE EXTENTY OF
SOJIET DEPENDENCE ON MESTERN OIL A€D GAS EQUIPMENT AND
TECANOLDGYe THE AD H0C GROUP SHOU.D NOY OUPL ICATE THE MORK
OF JTHER BODIES. HOMEVERy TO THE ZXTENT POSS IBLE NEMBER
SIVERNMENTS CAN DRAM ON THE WORK 37 THE OTHIR STUDIES INM
THE IEA AND NATD AS TO THE INPACT )F SOVIET ENERGY EXPORTS
IN JESTERN ENERGY SECURITY.
w-=e=De THE UNITED STATES BELIZWES THAT THE AD HOC STUDY
3ROUP COULD ALSO USEFULLY EXPLORE FHIi DESIRABSILITY AND
$OJIALITIES OF MONITORING IN COCOM MIRBING TICHNMOLOGIES
MHIZH AT SOME FUTURZ DATZ COULD HA#I: DIRECY INPLICATIONS
FOR THE SECURITY INTERESTS FOR MEM3EX GSOVERNMENYS. THE
UNETED=STATES IS ATTZMPTING TO IDENFIFY EXANRPLESOF SUCH
TMIIGING TECHNOLOGIES WHICH COULD=-3IES REVIEME)=BY TNEGROUP .
HOJZVERs WHAT IS MORZ [MPORTANT TN THE REVIEW OF ANY LISY
OF TECHNOLOGIES IS THE COMNITTEE®S CINSIDERATION OF MOW WE
CAN ASSURE IN THE FUTURE WE DO NIT LE¢ADVERTENTLY TRANSFER
IMEIGING TECHNDLOGIES OF MILITARY JTILITY TD THE SOVIET
JNIIN AND THE MARSAM PACT,
w=e=Es IN THE CONTEXT OF ITS STUDYT THE US WOULD EXPECT
THAT THE AD HOC GROUP WOULC IDENTISY SPECIFIC TYPES OF OIL
AN) G6AS EWIPMENT AN) TECHNOLOGIZS M4ICH HAVE PARTICULAR
SICJRITY IMPLICATIONS AND COULD COISIDER VARIOUS OPTIONS
FDR EXTENDING CONTROLS UMERE DZEME) YECESSARY. THE US IS
IN THE PRQCESS OF IDENTIFYING TYPES )F OIL AND GAS EQUIP-
MENT AND TECHNOLOGIES WMHICH COULD 3Z COMSIDERED BY THE
GRIJP AND MWILL BE SUBMITTING ITS PRIE.ININARY VIENS TO THE
COMMITTEE PRIOR TO TME FIRST MEETING OF THE AD MOC GROUP.
THE UNITED STATES WOULD LIKE TO EM>HASIZE ITS VIEW THA1T AN
INITIAL MEETING OF THE GRDUP SHIUL) :>ONSIDER HOW TO
T ‘APRIOACH THE SUBJUECT RA R THAN 3) [ MMEDIATEZLY INT

T
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CONFIDENTIAL
MSGNO 32 (STXX) F1lA +04/702783% 21309
e===F, INLINE #ITH THESE BROAD D3JICTIVES THE US WOULD
PR)I3DSE THE FOLLOWING AGENDA FOR T4I INITIAL MEETING OF
FTHZ AD HOC GROUPS
L« OIL AND GAS SECTOR
(A) THE ROLE OF ENERGY DEVELOPMENT [N THE SOVIET ECONORY
AN) THE CONSEQUENCES T0 MESTERN SECURITY INTERESTS OF
MESTERN PARTICIPATION IN IT}
(8) PRZILININARY ANALYSIS OF PRIPD3A.S FOR THE CONTROL OF
SPECIFIC TYPES OF QIL AND 6AS EQUIPMINT ANC TECHNOLGEY:
AN) RATIONALE FOR CONTROL SUBMITTE) 3Y MEMBER: GOVERNNENTYS ]
2 OTHER HIGH TECHNDLOGY
€8 DISCUSSION OF COCOM®S MONIFDRIN3 OF EMIRGING
TECHNOLOGIES.
5« CIF BRITISH OFFER TO HOST INITIA. WEETING) THE UNITED
STATES GREATLY APPRECIATES THE UK J)SFER TO HOST THE INITIAL
SESSION IN LOVDON AND CAM ASRIE MITH THAY VEMUE.
He THE UNITED STATES PROPOSES THAT THE INMITIAL MEETING OF
THZ AD HOC GROUP BE HELD ON MARCH 3-% AND THE MWLM BE
SC4ZDULED FOR APRIL L8-17. THIS GAP WILL ALLON THE
SIVIRNMENTS TINE TO ZVALUATE AND PIS3IBLY COM T ON THE
RESJLTS OF~THE FIRST MEETING OF rHI AD HOC GROUP PRIOR TO
THZ HLMe FYI: 1IN DISCUSSION USIE.. CAN AGREE TO APRIL 11~
12 “OR THE HLM AS FALL BACK. NE ARZ CONSIDERING SOME
2OLITICAL BILATERALS IN ADVANCZ OF THE MLNe ZI0D FY1l,.
I« THE US BELIEVES THAT THE OPENINS SESSION OF THE AD HOC

"3R0UP MEETING BE ATTINDED BY POLICY _EVEL OFFICIALS (NE

3U355ST DAS LEVEL) ALONG MITH TECN4IZIANS. FOR THE PUNPOSE
3F “UTURE WORK IT MOULD BE USEFUL [F THE GROUP ESTABLISHID~
f4) SUBGROUPS e ONE ON THZ OIL AND 3A5 SECTOR AND ANOTHER
ON ZMERGING TECHNOGLOGIESe THE OIL AVD &AS SUBGROUP
[NVILVING TECHNICIANS IN THIS FIEL) COULD PERMAPS BEGIN

ITS INITIAL DISCUSSIONS S OLLOMING THI JPINMING SESSION.
%« RE PARIS 4069« IN SELECTING THE PROPOSED DATES FOR
FHE HLM ME HAVE CONSIDERED THE 0BSZRYVATIONS OF THE OTHER
DE.ZGATIONS. DANM

NNNN
NNDD
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MEMORANDUM TOR :

SUBJECT

DC/TTAC

"Other Technologies" Concept

1. Can be put into three basic categories:

1.

11.

ITI.

Developed technologies (e.g. robotics) that

are not on COCOM lists today. Basic problem

is that 3 year intervals for list review is

not realistic in today's rapid pace S§T world.

We need a continuing, technically based body within
COCOM to follow these and propose additions
independent of member countries, but for their

approval.

Emerging technologies (e.g. genetic engineering

and integrated optics) that are just leaving

laboratory and basic research stage and that have

a high likelyhood of being used in future (S to 10 years)
military systems. The NATO and proposed COCOM

technical body (above) would be tasked with making

such assessments, again for member country

consideration and approval,

Advanced civilian technology (e.g. VLSI and ceramics)
that have been initially developed for civilian
applications -- with no near term military uses --

but because of their clear technological or industrial
advantages have a high likelihood of being used in
future Western weapons systems. This category can

be termed '"technology inversion'. The groups identified

in II above would have the responsibility for assessing
X
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this category and proposing COCOM acceptance.
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